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Downloading pfSense ISO 
Download pfSense CE 2.7.2 from a netgate mirror: https://atxfiles.netgate.com/mirror/downloads/ 

Extract and install like a normal OS 

https://atxfiles.netgate.com/mirror/downloads/


 

 



 

 

This is initial config. 



 
I set up the VMWare virtual network like this: 

 

VM OS Role Network 

VM1 Ubuntu 24.04 Wazuh Manager Host-only (LAN) 192.168.164.2 

VM2 Ubuntu 24.04 Wazuh Agent Host-only (LAN) DHCP 

VM3 pfSense 2.7 Firewall WAN DHCP, LAN static 192.168.164.1 



 

 

Figure 1 I updated the ip from ...130 to .1 afterwards 



 



 

 

Login with default credentials of admin and pfSense as password. 



 

 

  



 

Administrator privileges rule 
I blocked TCP (HTTP) requests from any IP other than the Wazuh-manager to the gateway to block access to the pfSense dashboard. 

 



 

 

  



 

Block Facebook 
To block Facebook, I added a DNS rule like this. 

 



 

 

  



 

Block Specific Countries 
I used pfBlockerNG plugin to geo block IPs. 

 



 

Connecting with Wazuh 
To connect with Wazuh, I used Syslog-ng plugin. 

 



 

 

Enable and select LAN and loopback interfaces. 



 

 

Enable remote logging from log settings and send to loopback address. 



 

 

Create a destination config like this. 

Then route the default logs to this destination. 



 

 

In Wazuh configuration, add a UDP listener for port 514 



 

 

And restart manager. 

  



 
The logs are automatically decoder by preexisting decoders and rules. The alerts can now be seen in Wazuh. 

 


