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Sample Hash (SHA-256): ed01ebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080e41aa 

Malware Downloaded from: GitHub | Password: infected 

Target OS: Windows 10 Professional (build: 19044, 64-bit) 

1. Environment Setup & Methodology 
To satisfy the safety requirements of the "Digital Bunker", the following isolated environment was established: 

• Virtualization: A guest Windows 10 VM was deployed within an isolated VirtualBox environment, configured with a Host-Only adapter 

to prevent lateral movement to the physical host or external network. 

• Analysis Style: An interactive "Live" approach was used via ANY.RUN, allowing for manual triggering of ransomware components (e.g., 

clicking the decryptor GUI) to observe secondary payloads. 

• Baseline Management: A clean snapshot was taken prior to execution. Regshot was utilized to capture the initial system state for post-

infection comparison. 

https://github.com/byt3n33dl3/WannaCry2.0


 

 

2. Tools Employed 
The analysis utilized a tiered toolkit to capture data at different layers of the OS: 

• Binary Ninja: Used for static disassembly to identify hardcoded strings, cryptographic constants, and the Import Address Table (IAT). 



 
• Process Monitor (ProcMon) via AnyRun: Captured high-

frequency system calls, identifying the exact millisecond the 

malware modified file permissions. 

• Process Explorer via AnyRun: Monitored the process tree in 

real-time to identify "Orphan" processes spawned by the 

ransomware. 

• FakeNet-NG via AnyRun: Intercepted DNS and HTTP 

requests, simulating a live internet connection to trick the 

malware into revealing its C2 architecture. 

3. Detailed Static Analysis 
Static analysis focused on the binary's potential capabilities 

without risking system infection. 

• File Metadata: 

o Timestamp: 2010-11-20 09:05:05 (Indicating a 

forged or legacy timestamp commonly used in the 2017 WannaCry variant). 

o Entropy: High entropy sections were identified, suggesting a packed payload designed to evade signature-based AV. 



 

 

• Cryptographic Indicators: The binary imports CryptGenKey, CryptDecrypt, and CryptEncrypt from the Microsoft Enhanced RSA and AES 

Cryptographic Provider, confirming its role as a high-grade encryption tool. 



 
• Embedded Command Strings: Hardcoded strings reveal a "preparation phase" where the malware seizes control of the system: 

o icacls . /grant Everyone:F /T /C /Q: Recursively grants full permissions to all files in the current directory. 

o attrib +h .: Sets the "Hidden" attribute to conceal malicious components from the user. 

• Mutex Discovery: The string Global\\MsWinZonesCacheCounterMutexA was found, which the malware uses as an infection marker to 

prevent re-infecting the same host. 



 

 



 

4. Detailed Dynamic Analysis 
The dynamic phase observed the malware "in action" within the ANY.RUN sandbox.  

 

• Process Chain (Execution Flow): 

1. Main Payload: ed01eb...exe (PID: 7596) initiates the infection. 

2. Command Execution: It spawns cmd.exe (PID: 4564) to run hidden batch scripts. 



 
3. Payload Extraction: Multiple instances of @WanaDecryptor@.exe (PIDs: 6576, 2692, 6064) are launched to perform the actual 

file encryption. 

4. Self-Cleanup: taskdl.exe (PID: 3340) is used to delete temporary files and "cleanup" the infection footprints. 

• Registry and Persistence: 

o The malware utilized reg.exe (PID: 6228) to modify the Autorun values, ensuring the ransom note and encryption engine launch 

on every system reboot. 

 

• File System Impact: 

o Targeted Directories: Malicious files were written to the Word startup folder and Chrome extension folder to maintain 

persistence and potentially intercept browser data. 

o Encryption Activity: The system's temporary directory was used as a staging area for .wnry components. 



 

 



 
• Network Forensics: 

o The analysis detected significant indicators of Tor usage, intended to anonymize the location of the Command & Control (C2) 

servers. 

 

 



 

 



 

5. Hybrid Analysis Correlation 
The hybrid approach validates static theories with dynamic evidence: 

Static Finding (Code) Dynamic Observation (Behavior) Conclusion 

icacls string in binary Process 7596 calls icacls.exe Malware grants itself full system rights. 

CryptEncrypt API imports Mass creation of .wnry files Confirmed automated ransomware engine. 

tasksche.exe string Persistence keys added to Registry High-level persistence mechanism confirmed. 

 

6. Incident Response (IR) Plan 

Phase 1: Detection 

• SIEM Alert: Configure alerts for any process spawning icacls with the /grant Everyone:F flag. 

• Endpoint Detection: Monitor for the creation of files with the .wnry extension. 

Phase 2: Containment 

• Network Isolation: Immediately disconnect the infected host from the VLAN to prevent the "EternalBlue" exploit from spreading 

laterally. 

• Protocol Block: Disable SMBv1 network-wide, as this is the primary propagation vector for this malware family. 

Phase 3: Eradication 

• Process Termination: Kill all active PIDs associated with @WanaDecryptor@.exe and tasksche.exe. 



 
• Registry Cleanup: Delete keys from ...\CurrentVersion\Run that point to the ransomware directory. 

• File Wipe: Securely delete all files in the C:\Users\[User]\AppData\Local\Temp directory used for staging. 

Phase 4: Recovery 

• Restoration: Re-image the infected machine from a clean Windows 10 build. 

• Data Retrieval: Restore user data from offline, air-gapped backups. Do not attempt to use the built-in decryptor, as paying the ransom 

does not guarantee the recovery key. 



 

 


