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Installing Wazuh Manager 
To install Wazuh, first make sure you meet the system requirements. 

I will use Ubuntu on VMWare for the host. I have given this VM plenty of RAM and Processors. 



 
Wazuh documentation provides a simple installation assistant. The following command is used to run the installation assistant. 

 

 

The installation takes some time and at the end it outputs the default username and password. 



 

 

We can access the dashboard at https://localhost:443 

https://localhost/


 

 

This warning can be safely ignored. 



 

 

And just like that we have successfully installed Wazuh. 



 

Install Wazuh Agent 
I will use Ubuntu again for Wazuh agent. To install the Wazuh Agent on a machine, 

click “Deploy new agent” from Wazuh dashboard. 

Then select the correct operating system. Input the IP of Wazuh Manager, then copy 

the command it generates. 

  



 

 

 



 

 

We have successfully set up our first Wazuh Agent. 



 

 

You can preview the agent on the agent summary page. 



 

File Integrity Monitoring 
Configuration for Wazuh agent is stored in /var/ossec/etc/ossec.conf on Linux. FIM is enabled by default. 

 



 
To enable realtime logs for important directories set the realtime property to yes. 

 

Then restart the Wazuh Agent with sudo systemctl restart wazuh-agent 

To test the realtime logs, I created and edited test.txt in /etc. 



 

 



 

 

And now realtime logs are enabled for important system directories. 


