Wazuh n8n Integration

Talal Ahmed | Team Lambda

Pre-requisites

e Wazuh Manager and Agent setup
e A hosted instance of n8n

| already have Wazuh set up on Ubuntu 24.04.

Installing n8n
To install n8n, we first need to have docker installed.

Install docker with the following commands:

sudo apt update
sudo apt install docker.io -y
sudo usermod -aG docker $USER

newgrp docker

After that, we can install and run n8n in a container with the following commands:
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wazuh@ubuntu: ~

: S docker volume create n8n_data

n8n_data
: S docker run -it --rm \
--name n8n \
5678:5678 \
GENERIC TIMEZONE="ASIA/KARACHI" \
TZ="ASIA/KARACHI" \
N8N _ENFORCE _SETTINGS FILE PERMISSIONS=true \
NSN_RUNNERS ENABLED=true \
n8n_data: /home/node/.n8n \
docker.n8n.io/n8nio/n8n
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APr5 10:27 AM

$$ il wazuh@ubuntu: ~

Finished migration MigrateExternalSecretsToEntityStorage1771500000000

. Starting migration AddUnshareScopeToCustomRoles1771500000001
- Finished migration AddUnshareScopeToCustomRoles1771500000001
A

Starting migration AddFilesColumnToChatHubAgents1771500000002

Finished migration AddFilesColumnToChatHubAgents1771500000002

Starting migration AddSuggestedPromptsToAgentTablel772000000008

Finished migration AddSuggestedPromptsToAgentTable1772000000000

Starting migration AddRoleColumnToProjectSecretsProviderAccess1772619247761

Finished migration AddRoleColumnToProjectSecretsProviderAccess1772619247761

Starting migration ChangeWorkflowPublishedVersionFKsToRestrict1772619247762

Finished migration ChangeWorkflowPublishedVersionFKsToRestrict1772619247762

Starting migration AddTypeToChatHubSessions1772700000000

Finished migration AddTypeToChatHubSessions1772700000000

Starting migration CreateCredentialDependencyTablel773000000000

[CreateCredentialDependencyTablel773000000000] Backfilled credential dependencies for @ credentials. Inserted © dependencies.

Finished migration CreateCredentialDependencyTable1773000000000

n8n Task Broker ready on 127.0.0.1, port 5679

Failed to start Python task runner in internal mode. because Python 3 is missing from this system. Launching a Python runner in internal mode is intended only for debugging and is not
recommended for production. Users are encouraged to deploy in external mode. See: https://docs.n8n.io/hosting/configuration/task-runners/#setting-up-external-mode

There is a deprecation related to your environment variables. Please take the recommended actions to update your configuration:
- N8N_RUNNERS_ENABLED -> Remove this environment variable; it is no longer needed.

[license SDK] Skipping renewal on init: license cert is not initialized

Registered runner "JS Task Runner" (bOPNsbWMe®-o04FSbWi0C)

Version: 2.14.2

Building workflow dependency index...

Finished building workflow dependency index. Processed O draft workflows, 0 published workflows.

Editor is now accessible via:

http://localhost:5678

Press "o" to open in Browser.

OOwner was set up successfully

(node:7) [DEPRA6O] DeprecationWarning: The ‘util. extend' API is deprecated. Please use Object.assign() instead.
(Use "node --trace-deprecation ...  to show where the warning was created)

User survey updated successfully

Now, we can access our n8n instance from https://localhost:5678

Creating a Webhook flow

We first create a webhook node to receive the alert from Wazuh
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https://localhost:5678/
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Next, we will filter only the values we need by adding a filter node. | filtered the alert level, ID, description, timestamp and the agent.
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Next, we will filter for alert with level higher than 3.
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#® wazuh B My workFlow - n8n

O O http://localhost:56 78/

Schema  Table JSON Parameters Settings 2 Execute step OUTPUT

#  Edit Fields item Conditions

+ Add condition
t types where required
@ agent
name u
timestamp 54:3 ”

- - e No output data

* Variables and context Execute step

This will significantly reduce the noise.

Sending Alerts to Discord

Since | will be sending the alerts to Discord. | will create a simple Discord webhook.
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TEXT CHANNELS
Integrations > Webhooks
Webhooks are a simple way to post messages from other apps and websites into Discord using internet magic.
Lortry
Integrations

New Webhook

Posting to #wazuh

m Wazuh

@ Created on Apr 5, 20

@ Name Channel

m Wazuh #wazuh

Copied!

Copy Webhook URL

]

Next, | will create a POST request node on n8n. | will also include the content field in the body as per discord webhook requirements.
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#® wazuh B My workFlow - n8n

O D hitp:/floc

Schema  Table JSON Parameters  Settings & Execute step OUTPUT

Send Query P;

Send Headers

=

No output data
Body Parameters
Execute step

Name

content or setm

Value

Optio

Reading and Forwarding Alerts
In order to forward alerts, we need to read the alerts from /var/ossec/logs/alerts/alerts.json and send them to the n8n listener webhook.

To do this, | used the following python script:




#! fusr/binfenv py

# Path to Wazuh alerts log
ALERT_FILE

# Your n8n webhook URL
WEBHOOK_URL =

# File to keep track of sent alerts
SENT_ALERTS_FILE =

# Load already sent alerts
SENT_ALERTS_FILE):
ALERTS_FILE b] f
(line.strip() for line ir .readlines

s.post (WEBHOOK_URL, json=alert

{alert.get( s 1}

{response.status_code} {response.text}")

(ALERT_FILE,
line in f:
ne = line.strip()
ot Tline:

alert = json.loads(line)
alert_id ( ) or o ( or json.dumps(ale

Exception
(

time.sleep(20)
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After | start the workflow and the script. | started receiving alerts on Discord:

Description: Executable dropped in Windows root folder,
Level: 6
Timestamp: 2026-04-05T10:08:57.470+0500

New Alert:
Agent: wi0
Alert ID: 92217

Description: Executable dropped in Windows root folder),
Level: 6
Timestamp: 2026-04-05T10:08:57.490+0500

New Alert:
Agent: wi0
Alert ID: 92217

Description: Executable dropped in Windows root folder,
Level: 6
Timestamp: 2026-04-05T10:08:57.505+0500

New Alert:
Agent: wi0
Alert ID: 92217

Description: Executable dropped in Windows root folder,
Level: 6
Timestamp: 2026-04-05T10:09:03.819+0500




