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Pre-requisites  

• Wazuh Manager and Agent setup 

• A hosted instance of n8n 

I already have Wazuh set up on Ubuntu 24.04. 

Installing n8n 
To install n8n, we first need to have docker installed. 

Install docker with the following commands: 

 

sudo apt update 

sudo apt install docker.io -y 

sudo usermod -aG docker $USER 

newgrp docker 

 

After that, we can install and run n8n in a container with the following commands: 



 

 



 

 

Now, we can access our n8n instance from https://localhost:5678 

Creating a Webhook flow 
We first create a webhook node to receive the alert from Wazuh 

https://localhost:5678/


 

 

Next, we will filter only the values we need by adding a filter node. I filtered the alert level, ID, description, timestamp and the agent. 



 

 

Next, we will filter for alert with level higher than 3. 



 

 

This will significantly reduce the noise. 

Sending Alerts to Discord 

Since I will be sending the alerts to Discord. I will create a simple Discord webhook. 



 

 

Next, I will create a POST request node on n8n. I will also include the content field in the body as per discord webhook requirements. 



 

 

Reading and Forwarding Alerts 
In order to forward alerts, we need to read the alerts from /var/ossec/logs/alerts/alerts.json and send them to the n8n listener webhook. 

To do this, I used the following python script: 



 

 



 
After I start the workflow and the script. I started receiving alerts on Discord: 

 


